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History & Background

▪ 90+ year history 

▪ Offices in Toronto, Montreal, and Chicago

▪ 500 total professionals, with 40+ practitioners specialized in Risk

Independent firm with Entrepreneurial Mindset

▪ Risk practice has made a significant impact over past 4+ years

▪ Experience working with technology companies 

▪ Seasoned team with former Big 4 leaders

▪ Currently providing high tech clients with audit/compliance services

Thought Leadership
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• CPA, CA, CITP, CAMS

• Focused on Cyber Security

Vice President 

Will Xiang (https://www.linkedin.com/in/willxiang)

https://www.linkedin.com/in/willxiang
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SURFACE WEB
Google

Amazon

Bing

DEEP WEB

Wikipedia

Illegal Information

TOR – Encrypted Sites

Private Communications

Drug Trafficking

Academic Information

Medical Records
Legal Documents

Scientific Reports Subscription Information

DARK WEB

What is the Dark Web?
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1) Download  and install TOR Browser

2) Get a VPN and use it

3) Use Google (regular web) to 
search what .onion sites you 
want to go to

4) Navigate through TOR browser to 
the Dark Web destination of your 
choice

5) Many marketplaces or forums you will need to 
register with.  Don’t use your actual name or email.  

Dark Web News is an example with over 7800 links

How to access the Dark Web?
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Botnets

Marketplaces

Crypto Services

Hacking Forums / Services
Including compromised accounts

Fraud Illegal Pornography

Terrorism

Typical Dark Web Activities?
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Is my information being sold on the Dark Web?
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Very similar attacks to those that are 
perpetrated against online banking. 

Using tools like BurpSuite, hackers are able 
to find web application vulnerabilities 
through functions like check gift card 
balance utilities. 

Many sites are still not using secondary 
validation measures, like account pins, 
captcha or email.

Gift Card Fraud
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A hacker gets a hold of the 
consumers loyalty account (as 
illustrated on left). 

They sell the login information to 
other fraudsters who in turn 
redeem an e-gift card.  

They use a service like 
cardcash.com, or cardswap.ca to 
get cash.

Loyalty Card Fraud
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A hacker will use brute force 
tools like Black Bullet to get 
access to Aeroplan accounts.

And Dominos Pizza account, 
because hackers get hungry 
after booking flights.

Loyalty Card Fraud
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This fraudster is selling a technique to 
run up unlimited PC Optimum points.

If it doesn’t work, no worries, there is 
a refund policy and payment will be in 
escrow.

Loyalty Card Fraud
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This is a buyer looking to purchase 
compromised PC Optimum 
accounts. They can validate 
balances on specially developed 
proxies [Discord] before they buy.

Loyalty Card Fraud
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A seller on a dark web market [dreammarket] selling an airmiles account 
with 400 point minimum for $32.65

Loyalty Card Fraud
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A seller on a dark web market 
named DreamMarket, selling 
hacked GOL Airline accounts that 
will allow the redemption of points 
for many other airlines, including Air 
Canada.  

Loyalty Card Fraud



▪ Loyalty cards are becoming more popular as a target for fraud as 
credit card fraud is becoming more difficult.  (Jump from 4% -
11% year over year by 20171)

▪ Perishable good (i.e. Airplane tickets) has a shorter 
detection window

▪ User awareness relatively low
▪ Transactions can be easily anonymous 

▪ Reliance on Convenience Increases, for example:
▪ 40% of global travel bookings are made online
▪ 1/3 of millennials prefer to book travel last minute

Tackling Trust vs Convenience 

Risk
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1Source: https://blog.siftscience.com/2018/loyalty-program-fraud/
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Impact

▪ Expectations: 93% of customers expect loyalty 
programs to have fraud detections in place

▪ Relationship Killers: 17% of customers will likely 
end the relationship with the loyalty program 
after breach

▪ Grapevine Effect: 37% of customers will tell, on 
average, 24 other users

Compromises will affect the core value proposition in the loyalty or 

gift card model

Source: Connexions Loyalty – Loyalty Fraud: A Case for Protecting Your Most Loyal Customers
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Reliance on rule-based monitoring programs

▪ Negate individual behavior patterns

▪ Predictability countered by malicious actors

Reliance on manual intervention 

▪ Sample based approach will be difficult to 

detect time sensitive fraud

What can be done?
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Discussion
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Thank You
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