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THE PERSONAL
INFORMATION
PROTECTION
LAW FROM
THE PEOPLE’S
REPUBLIC

OF CHINA.

Taking effect November 1, 2021, the new Personal
Information Protection Law (PIPL) will impact
organizations that have a physical or digital presence
in China. Similar to the EU’s GDPR and to Quebec’s
Bill 64, the PIPL addresses concerns surrounding
data privacy, and personal data collected and
stored by organizations.

Lack of compliance could result in fines of the
greater of 5% of annual revenue or RMB 50 million.

To ensure that you are ready to face the new
requirements our experts have put together

this key takeaway bulletin. Please don’t hesitate

to reach out to your Richter partner or engagement
team to see how these principles and
considerations may apply to your organization.
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KEY PRINCIPLES

Data Protetion Role

Article 57 will require companies
Personal Information to establish independent Services
oversight bodies staffed

by independent personnel If marketing or services are

Personal information encompasses any type

of data that can identify a person recorded conducted using automated
electronically or by other means. Personal decision making, users must be
information gathered by an organization provided with a non-personalized
must be limited to the minimum amount option or convenient way to
necessitated by the purpose of the data. ‘ refuse such services.
Cross-Border Transfer Consent
Businesses must limit cross-border Pers()nal Separate consent must be
transfer of personal information, and T obtained in certain situations,
data related to critical information . Inf()l mation . such as when processing
infrastructure (Cll). A mandatory Protection sensitive personal information
security assessment by the (biometric, medical, financial,
Cyberspace Administration of China LaW (PIPL) geo|ocation’ or transferring
will also be required, details for data out of China).

assessment are to be released. ‘ .

Consumer Rights Mobile Applications
Business will need to meet The PIPL applies to mobile
specific terms for data inquiry, applications which are available
copy, correct, and deletion. in the Chinese market.
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ARE YOU READY FOR THE PIPL?

Taking effect on November 1, 2021, this new law might impact how your organization collects, stores,
and uses data. Lack of compliance could result in fines of the greater of 5% of annual revenue
or RMB 50 million. Here are a few questions to ask yourself to see if you are ready to comply:

— [0

DO YOU KNOW WHERE WHAT IS YOUR WHEN WAS THE LAST
YOUR ORGANIZATION’S ORGANIZATION’S TIME YOU PERFORMED A
DATA IS STORED? TECHNOLOGY REACH? THIRD-PARTY REVIEW?
A multinational’s Data Protection If you have technology reach Organizations are responsible for
Officer should be aware of where in China, such as mobile the legitimacy of data obtained
the organization is currently applications, it is critical to validate from third parties. Therefore,
using, collecting, or may come applications are designed to meet organizations should consider
into contact with data from China, PIPL principles; this includes performing a review of third-
including personal data or critical considerations for data storage party partners to ensure partner
information infrastructure. location and cross-border data operations are aligned to
sharing practices. regulatory requirements.
GUIDING YOU TOWARDS COMPLIANCE YOUR NEXT STEP?
Sorting through the PIPL and how it can impact your Contact your Richter partner today, to be introduced
organization takes time and resources. However, a well to our Risk Management & Cybersecurity team.
thought-through and customized approach will help They can discuss with you the best path to
your business meet the requirements and ensure your compliance for you and your company.
organization’s data privacy protection plan is efficient
and holistic. How can Richter help? WILL XIANG
) ) ) ) CPA, CA, CITP, CAMS
Strategic advisory on privacy compliance VICE PRESIDENT
Privacy impact or gap assessment RISK, PERFORMANCE AND
Data mapping & data inventory TECHNOLOGY ADVISORY SERVICES

Cloud security review

Privacy training

Penetration testing for data protection
Data governance program

Cyber security maturity review

Cross border data transfer

T 416.642.0823
wxiang@richter.ca
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